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Question(s) Presented
I. Whether the President has the authority under Article II of the United States Constitution and the Authorization of Military Force to conduct warrantless surveillance of American citizens.

II. Whether the Fourth Amendment to the United States Constitution and Federal Intelligence Surveillance Act (FISA) were violated by the wireless surveillance of American citizens.

Brief for the Respondent

Statement of the Case

Preliminary Statement
Article II provides:

The President shall be Commander in Chief of the Army and Navy of the United States, and of the Militia of the several states… He shall have Power, by and with the Advice and Consent of the Senate, to make Treaties…

The 4th Amendment provides:

The right of the people to be secure in their persons, houses, papers, and effects, against unreasonable searches and seizures, shall not be violated, and no Warrants shall issue, but upon probably cause, supported by Oath or affirmation, and particularly describing the place to be searches, and the persons or things to be seized.
The President has the authority to conduct warrantless wiretaps per his Article II powers and the petitioner’s 4th Amendment rights were not violated.

Statement of Facts

The petitioners were apprehended by federal agents on May 21, 2004 as they entered the Olympus branch of Citibank with explosive and detonative devices on their persons. They were charged with conspiring to blow up a building, possession of illegal explosives without a permit, attempted murder, and conspiracy to commit domestic terrorism. They were arraigned before a federal magistrate at an undisclosed location where they all pled “not guilty” and were transferred to a maximum security federal prison. 
Petitioners were provided counsel under Special Administration Measures (SAMs) established by the Attorney General of the United States. A part of these SAMs was the denial of discovery and on May 24, 2005, the petitioners filed for the SAMS to be lifted and that the United States should be compelled to participate in discovery. The judge instructed the United States to appear to “show cause” for its use of the SAMS and its denial of discovery. Prior to the appearance of the parties the New York Times reported that the United States had conducted warrantless wiretaps of suspected terrorists. The judge ordered the United States to reveal how it had obtained the evidence against the petitioners, specifically asking if warrantless wiretaps had been used. The United States confirmed warrantless surveillance had been conducted by the National Security Agency (NSA), in consultation with the Department of Justice, in regards to the petitioners.

The Executive, President George W. Bush, had no fewer than “thirty times” re-authorized the NSA’s general power to conduct warrantless surveillance in cases involving suspected terrorists. Although the Executive was not involved in specific decisions of who to surveill, the decisions were made by the Justice Department and the NSA under his expressed authority.

The justification to conduct the surveillance on the petitioners stemmed from an email which was intercepted from a wireless network at a local Olympus coffee shop while the NSA was tracking international efforts at disrupting the 2003 Women’s World Cup. They were surveilling all electronic communications on foreign servers from that coffee shop. Bronner sent the email to Comerford and DeNolf using the wireless network which did not discuss any specific plans of actions or calls for violence. It did, however, include expressions of hatred for ATMS and banks in general. Alarmed by this message, and unaware the petitioner were in the United States, the NSA received permission from the Department of Justice to monitor all future e-mail communications to or from the three petitioners. 

The purpose of such interceptions
is to establish an early warning system to detect and prevent another catastrophic terrorist attack on the United States. The Executive in fulfilling his duties was justified both under Article II of the United States Constitution and under congressional resolution, the Authorization for Use of Military Force (AUMF). The AUMF empowers the Executive to “use all necessary and appropriate force,” against “nations, organization, or persons” that the Executive determines to present an imminent threat to the safety and welfare of the United Sates and its citizens. 

The District Court held in favor of the petitioners of this case that the warrantless surveillance was in violation of the Fourth Amendment to the United States Constitution and he dismissed the case. The Court of Appeals reversed the decision and held the evidence obtained by the United States was admissible and the charges against the petitioners were lawful.

Summary of the Argument

The Executive of the United States has the obligation to ensure the safety and welfare of the nation and its citizens. Taking into consideration the terrorist attacks of September 11th 2001, the Legislature granted specific legislative authority, the AUMF, for the Executive “to use all necessary and appropriate means” to ensure the protection of this nation. The Framers’ intended the Executive to have all powers inherent in Article II to defend the nation and he did not go beyond those words in the surveillance of the petitioners.
In holding otherwise, the Circuit Court of Appeals failed to acknowledge the precedent that there are valid constitutional exceptions established to the Fourth Amendment’s requirement for a warrant. The “special needs” doctrine provides for a specific exception to the protections of the Fourth Amendment. This case satisfies the requirements for the “special needs” doctrine by balancing the intrusion in contrast to the government’s compelling interest. The government’s interest in preventing terrorist attacks outweighs the alleged Fourth Amendment violations taken in whole with the “special needs” doctrine. Therefore, the actions taken by the Executive are constitutional. 
Argument

I) Pursuant to the Executive’s explicit and inherent powers under Article II of the U.S. Constitution and subsequent Congressional legislation, the President has the power to conduct warantless wiretaps in order to protect the citizens of the U.S for the purpose of counter-terrorism.

The President has the power to conduct warrantless wiretaps pursuant to two exclusive powers.  Congressional legislation in the form of the Authorization for Use of Military Force mandated the President to take any action necessary to prevent further terror attacks on American citizens.  Second, the President’s explicit and inherent Article II powers give him, as Commander-in-Chief, the authority to conduct warrantless wiretaps as an instrument of military force.  Since the Civil War, the President has leveraged this ability to combat enemies of the state.  However, when both the Legislative and Executive branches work in tandem for a specific goal, the President’s power is at its maximum; “When the President acts pursuant to an express or implied authorization of Congress, his authority is at its maximum, for it includes all that he possesses in his own right plus all that Congress can delegate.” Youngstown Sheet & Tube Co. v. Sawyer, 343 U.S. 579 (1952).  Thus, the President has maximum authority to protect American citizens in the form of warrantless wiretaps due to the combination of two exclusive powers. 
The Supreme Court found that the Authorization for Use of Military Force authorized “fundamental incidents of waging war.” Hamdi v. Rumsfeld 543 U.S. 507 (2004).  Given the history of warfare, the use of electronic eavesdropping, and eavesdropping in general, is considered a legitimate incident of waging war.  Further, the AUMF explicitly gives the President the power to wage war on terrorists.  As per the AUMF, the President is authorized to use “all appropriate force” in fighting international terrorism. 50 USCS § 1801 (2005).  The scope of the AUMF is not just limited to Al Qaeda, but international terrorism as a whole.  The finding in Hamdi and the specific language of the AUMF satisfies the statutory requirement of the FISA legislation to conduct searches without a warrant.  The need for a warrant is except pursuant to subsequent Congressional legislation authorizing such force, as per the wording of Title III of the FISA legislation.   

Although the AUMF does not specifically authorize electronic surveillance without a warrant, it does give the President the general authority to prosecute action against international terrorism.  FISA defines international terrorism as activities that “…involve violent acts or acts dangerous to human life that are a violation of the criminal laws of the United States or of any State, or that would be a criminal violation if committed within the jurisdiction of the United States or any State” that are intended to cause intimidation in the general population. 50 USCS § 1801 (2005).   In that context, the petitioners are engaging in international terrorism.  The petitioners were attempting to disrupt the international banking system, and therefore were disrupting the international State system and operation thereof. 
The President is exercising his inherent powers to satisfy his requirements under the AUMF to eliminate such threats against the operation of the international system.  The President is under an obligation to interpret his authority under the AUMF in the broadest possible way that is constitutional. Youngstown Sheet & Tube Co. v. Sawyer, 343 U.S. 579 (1952).  The AUMF does not direct the President on how to conduct his prosecution of terrorism; it merely gives him a mandate to do so and the power to take “all necessary” action to accomplish that task. The Executive has the obligation to ensure the laws of the land are faithfully executed as per Article II. In Re Neagle, 135 U.S. 1 (1890), Campbell v. Clinton 203 F.3d.19 (D.C. Circuit 2000).  Thus, the President is obligated to enact the AUMF to its fullest to ensure that the citizens are not put at risk of international terrorism, which was the intent of passing the AUMF.
Presidential authority to protect the citizens of the U.S. from attack is not derived from Congress, but rather from Article II of the Constitution.  Although the President does have a mandate from Congress to prosecute his war on terrorists, this is not necessary for him to take action.  This Court has found in several cases that the President is obligated under his inherent powers as Executive and the sole representative of the U.S. government to protect American citizens from third party attacks.  “The Constitution commits to the Executive and to Congress the exercise of war power in all vicissitudes and conditions of warfare, it has necessarily given them wide scope for the exercise of judgment and discretion in determining the nature and extent of the threatened injury or danger and in the selection of the means for resisting it.” Hirabayashi v. United States, 320 U.S. 81 (1943). The President may act to preserve the fidelity of the Republic even without Congressional legislation.  This principle was affirmed in The Prize Cases (Brig Amy Warwick), 2 Black 635 (1863):
 “[The President] does not initiate the war, but is bound to accept the challenge without waiting for any special legislative authority. And whether the hostile party be a foreign invader, or States organized in rebellion, it is none the less a war, although the declaration of it be "unilateral."”
 It is up to the Executive, as chief law enforcer, to ensure the citizens are protected.  Regardless of the source of imminent attack, the Constitution allots the Executive the authority to prevent any terrorist attack. Ex Parte Quirin 317 U.S. 1 (1942).
Apart from the AUMF, the President has inherent powers, apart from Congressional legislation, to repel attacks from third parties.  This Court found that the President has the “independent authority to repel aggressive acts... without specific congressional authorization” The Prize Cases (Brig Amy Warwick), 2 Black 635 (1863), Campbell v. Clinton 203 F.3d 19 (D.C. Cir. 2000).  The President, not Congress, “is the sole organ of the nation in its external relations, and its sole representative with foreign nations.” United States v. Curtiss-Wright 299 U.S. 304 (1936).   “Into the field of negotiation [of treaties] the Senate cannot intrude; and Congress itself is powerless to invade it.” Ibid. Thus, the President can act to repel attacks against third parties even without Congressional authorization. United States v. Curtiss-Wright 299 U.S. 304 (1936).
Third, the sovereign right to search persons at the border of the state is a well established legal norm.  United States v. Montoya De Hernandez, 473 U.S. 531 (1985) held that reasonable suspicion alone was enough for law enforcement at the borders to conduct a warrantless search.  Further, United States v. Ickes, 393 F.3d 501 (4th Cir. 2005) held that “[t]he essence of border search doctrine is a reliance upon the trained observations and judgments of customs officials, rather than upon constitutional requirements applied to the inapposite context of this sort of search.”  The sovereignty of the U.S. alone dictates that border searches without a warrant are legal because the U.S. has the right to regulate the flow of anything to and from its borders.
If the government has an “…overriding interest in securing the safety of its citizens…,” then there is a reasonable suspicion to warrant a search at the border. United States v. Ickes, 393 F.3d 501 (4th Cir. 2005).  Although the facts in Ickes and Hernandez dealt exclusively with physical searches on the border, the transfer of data across the border is no different.  The government has an overriding interest in securing the safety of its citizens by monitoring the flow of data to and from the country, specifically within the context of the AUMF.  In addition to the de facto sovereign right to monitor access to and from the country, the President has a de jure mandate to monitor the electronic flow of information to and from the country.  The petitioners in this case were sending emails to and from a foreign server which was being monitored by the NSA.  Within the purview of this sovereign right, the NSA was merely conforming to international norms of sovereignty and the presidential directive conforming to congressional mandate.

The petitioners in this case are associated with a wider directive from the President to monitor all international terrorists.  The definition of international terrorism in the FISA legislation, the Congressional mandate of the AUMF, and the Presidents inherent Article II powers to protect Americans from imminent attack all allow the President to monitor the petitioners without a warrant..
II) The surveillance of the petitioners does not violate their 4th Amendment rights.  The “special needs” exception stipulates that the government has a compelling interest in monitoring their communications.  Therefore, the surveillance and detainment of the petitioners is constitutional.

In all cases involving the Fourth Amendment, two considerations must be made. First, to the “reasonableness” clause of the Fourth Amendment and second, to the “warrant” clause. Each must be fulfilled in order to protect individual’s rights to be secure in their possessions and privacy. Nevertheless, as established through series of precedent there are numerous exceptions to those protections which must serve the interests of society. 

The “balancing its intrusion on the individual’s Fourth Amendment interest against its promotion of legitimate government interests” is required. United States v. Montoya De Hernandez, 473 U.S. 531 (1985).  Such a balancing act is contingent on the reasonableness standard of the Fourth Amendment. “What is reasonable depends upon all of the circumstances surrounding the search or seizure and the nature of the search or seizure itself.” Ibid.  Since the petitioners had no expectation of privacy, the search conducted by the government is reasonable.
A search unsupported by probable cause can be constitutional, when “special needs” make the warrant and probable-cause requirement impracticable.” Board of Education v. Earls, 536 U.S. 822 (2002). There are certain “limited circumstances in which the usual rule [Fourth Amendment] does not apply,” and this program designed to protect national security must be upheld under the “special needs” doctrine, because preventing terrorism is beyond the normal need for law enforcement. City of Indianapolis v. Edmond, 531 U.S. 32 (2000).  The special needs doctrine allows the government to conduct warrantless wiretaps if the ultimate goal of the wiretap is not criminal prosecution.  The petitioners in this case are outside of the scope of ordinary law enforcement; they are part of a wider international terrorist effort.  The precedent in Hamdi set forth that U.S. citizens who are involved in international terrorism can be tried outside of the normal criminal institutions.  Within this context, the petitioners fall outside the scope of ordinary law enforcement.  Thus, the government does not need a warrant.
Moreover, Katz v. United States, 389 U.S. 347 (1967), held that a warrant is unnecessary “if the President of the United States or his chief legal officer, the Attorney General, has considered the requirements of national security and authorized electronic surveillance as reasonable.” In addition, the very nature of the search conducted consists of finding all expressive materials such as terrorist communications or terrorist plans as a result of national security interests, which is a reasonable exercise of Executive power under the AUMF. United States v. Ickes, 393 F. 3d 501 (4th Cir 2005). 

Being a sovereign state, the United States must have the ability to investigate anything which crosses its national borders and occurs within its sovereign territory. United States v. Montoya De Hernandez, 473 U.S. 531 (1985). This includes physical as well as electronic data. The release of the data collected by surveillance may pose a national security risk to the nation. United States v. Curtiss-Wright Corporation, 299 U.S. 304 (1936).  Although the petitioners were not at the border, the information they were transmitting were being access from a foreign server which did cross the border.
Furthermore, individuals cannot harbor an expectation of privacy while knowingly having a conversation which is being broadcast via radio frequency from a café. Tyler v. Berodt, 877 F. 2d 705 (1989). The petitioners made use of a public wireless network to transfer their correspondence.  The facts in Berodt dealt with communications via cordless telephone.  The wireless network that the petitioners were utilizing makes use of the same radio waves but on the 802.11 frequency.  Thus, the holding in the case applies; there is no expectation of privacy when broadcasting information on the public radio waves. 
Further, the correspondence was written in code; the goal was to prevent eavesdropping of the conversation. The petitioners had no expectation of privacy, and thus that part of the Fourth Amendment is not met and law enforcement and intelligence agencies can collect that information without a warrant since it is part of the public airwaves.
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II. Conclusion

The judgment of the Circuit Court should be affirmed.
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